| social Engineering Services

Our Phishing Services

* Phishing-as-a-Service.

* Business Email Compromise.
« Spear Phishing-as-a-Service.
e Security Awareness Training.

« Social Engineering Penetration Testing.
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‘ Social engineering is a Simulated Attack

Against Your Staff

‘ Benefits




Social engineeringisa M
Simulated Attack =
Against Your Staff

Your staff members are the first line of defence against
attackers, and it is becoming more and more common for
attackers to simply phone a company and trick a staff
member into giving them access to a customer or staff
account, or other valuable system. This is known as social

engineering, and is becoming increasingly prevalent as an The . t ) 4 E €s o f social
attack vector. engineering we offer
Social engineering is a simulated attack against your staff, ¢ .
which takes place either over the phone, via your helpdesk ‘ Baitin g.
solution or via your webchat solution. The purpose of the ° Phishin g.
simulation is to attempt to gain access to valid customer 4 S pear Phishin g.
accounts, or to trick the staff member into divulging o o
sensitive information. y Vishin g-
. SMSishing

Our testers will enumerate the potential attack surface for =
social engineering, carry out research into your business, : Pretextin 9.
the targeted staff members, and your customers prior to $ Scareware.

launching the simulated attack. They will attempt ° Dum PsS ter Divin g.




What are the benefits of Social Engineering?

As with more traditional types of security assessment, the benefit of social
engineering is that it enables you to safely identify potential gaps in your security
posture, and address those gaps before attackers exploit them in the real world.
Find out how well aware of potential threats your staff are, and identify gaps in
your processes which could allow attackers to breach your organisation via a
social engineering attack.

What will we find in a Social Engineering?

The outcome of a social engineering test is typically that our testers have gained
unauthorised access to one or more of your systems or applications. You will
receive a report detailing the actions we took, how we gained access and what
weaknesses we exploited to do so.
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WHO WE ARE

A Team Of Highly Qualified Professionals With:

Advanced Penetration Skills And Ethical Profile.
Internationally Recognized Professional Certifications.
Years Of Proven Experience In The Field.
Advanced Attacking Skills On Different Aspects Of Security.

What sets us apdrt from traditional consulting firms is that we think
like cybercriminals do.
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World Class Penetration Testing



